NMHOOPMALIMOHHAA NAMATKA ANA OBYHAKOLWLNXCA ANnA PASMELLUEHUA HA
ODPULUUNAINBbHbLIX UHTEPHET-PECYPCAX

C kaxxgblM rogoM MOJSIOAEXN B MHTEPHETE CTAHOBUTLCS Gorblle, a LWKOSbHUKA OAHU U3
CaMbIX aKTMBHbIX Nornb3oBaTerien PyHeta. Mexay Tem, TOMMMO OrpOMHOIO KOrmM4ecTBa
BO3MOXHOCTEN, MHTEPHET HeceT M npobrnembl. OTa mamsitka OOJPkHa MNoMoyb Tebe
6e3onacHO HaxoouTbCS B CETW.
KomMmnbloTepHble BUPYCHI
KomnboTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbKOTEPHBIX MPOrpamMMm, OTIMIUTENb HO
0COBEHHOCTbIO KOTOPOW SIBMSAETCA CMOCOOHOCTb K pa3MHOXeHwo. B gononHeHve K
9TOMY, BMPYCbl MOTYT MOBPEAUTb UM MOSHOCTbIO YHUHTOXUTL BCEe hairbl U OaHHble,
NOAKOHTPOSIbHbIE MOSb30BaTesto, OT MMEHW KOTOoporo Obifia 3anylweHa 3apakeHHas
nporpaMmma, a Takke MOBpPeauTb WM LaXe YHUMTOXUTb OMNepauMoHHYl0 CUCTEMY CO
BCEMU painammn B LerioM. B 6onbumHCTBE CrydaeB pacnpoCTPaHsItoTCA BUPYCbl Yepes
VHTEpPHET.
MeToAb! 3auyTbl OT BPEAOHOCHbIX NPOrpamMm:
1. Wcnomb3yn coBpeMeHHble OnepaunoHHble CUCTEMbI, UMEKLME CepbesHbln
YPOBEHb 3aUyTbl OT BPEAOHOCHbBIX MPOrpamm;
2. [locTtosiHHO ycTaHaBmmBan nayvtu (LMpoBble 3anraTkn, KOTOpbie aBTOMaTUYECKU
yCTaHaB/MBaKTCA C LEeNbio AopaboTkn nporpammbl) U gpyrne OOHOBIEHVS CBOEW
onepaumoHHon cuctembl. CkaumBam Mx TOMbKO C oduumanbHOro camrta paspaboTyvka
OC. Ecrm cywecTtByeT pexvMm aBTOMaTU4eCKOro 0OHOBIEHUSI, BKIIOYN €rO;
3. PaboTtan Ha cBoeM KOMMbIOTEPE MNOA4 MpaBamMu nosfb3oBaTend, a He
agMuHMCcTpaTtopa. JTO He No3BOSMT OOMbUMHCTBY BPEOOHOCHBbIX MNpOrpamm
MHCTarmnMpoBaTbCsl Ha TBOEM NEPCOHANlbHOM KOMIMbIOTEPE;
4. Wcnonb3syn AHTUBMPYCHbIE nporpaMmHbIe NPOAYKTbI M3BECTHbIX
npousBoauTENEN, C aBTOMaTU4ECKMM OOHOBIieHMem 6as;
5. OrpaHudb (pusmyeckui JOCTYN K KOMMNbIOTEPY AN MOCTOPOHHUX JInLL;
6. Wcnomb3ym BHEWHWE HOCUTENM WHpOpMauuM, Takue Kak drelka, AWMCK Wnv
dann 13 nHTepHeTa, TOSIbKO U3 NPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbIiBan KOMMbOTEPHbIE alSbl, MNOSyYEHHbIE U3 HEHALEXHbIX UCTOYHUKOB.
Haxe Te dannbl, KoTopble npucran TBOW 3HAaKOMbIWA. Jlyduwe yTOuHWM Yy Hero,
oTnpasnan rm oH Tebe ux. Cetn WI-FI
Wi-Fi - aTo He BMa nepefayn gaHHbIX, He TEXHOMOMUsS, a Bcero mwb 6peHa, mapka. Ewe
B 1991 rogy HugeprnaHaockas KomnaHuus 3apeructpupoBana 6peHg "WECA', uto
obos3Havarno croBocoveTaHne "Wireless Fidelity", koTopbln nepeBOOUTCA Kak
"BecnpoBogHasa TOYHOCTL".
[o Hawero BpemeHn gouwria gpyras abbpeBuaTtypa, KOTOpasi SBMSIETCS TaKOW ke
TexHororven. 3to abbpesumatypa "Wi-Fi". Takoe HasBaHve Obiflo 4aHO C HAMEKOM Ha
CTaHgapT BbICLWeN 3BYKOBOM TexHukM Hi-Fi, 4To B nepeBoge oO3HavaeT "BblCOKas
TOYHOCTL".
[a, 6ecnnaTHbIM MHTEPHET-OOCTYN B Kade, OTeNdX U aspornopTax SABSETCA OTIMYHON
BO3MOXHOCTbIO BbIXOA4a B WHTEpPHET. HO MHorve aKkcnepTbl CYMTAOT, YTO
obwepoctynHele Wi-Fi cetn He siBnatoTca 6e30nacHbIMM.
CoBeTbl Mo 6e3onacHocTn paboTbl B 06weaocTynHbix ceTtax Wi-fi:
1. He nepepaBan cBO mmdHyt0 MHGopMauuio vepes obwenoctynHoble Wi-Fi cetn.



PaboTas B HMX, XernaTernbHO He BBOAUTb MaporM AOCTyrna, JoruHbl U Kakne-To HOMepa;
2. Nicnonb3y 1 0BHOBIAW aHTMBUPYCHbIE MporpamMmbl U BpaHomayep. TeM cambiM Thbl
obe3onacuub cebs OT 3akadkm BUpyca Ha TBOE YCTPOWCTBO;

3. MNpn wucnomb3oBaHmm Wi-Fi oTkmoum  dyHkumo  "O6bumin  goctyn K damnam  um
npuHTepam". [aHHas yHKUMS 3aKpbiTa MO  YMOSMaHWIO, O[HAaKO HeKoTopble
norb3oBaTenm akTUBMPYIOT ee Ana yaobcTBa mcnonb3oBaHust B pabote um ydebe; 4.
He ucnonbayn nybnmunbin WI-FI ona nepegaym nuuHbiX SaHHbLIX, HANpUMep 4515 Bbixo4da
B couuMarbHble CETU WM B SNIEKTPOHHYKO MOYTY;

5. Mcnonb3yn Tonbko 3aumieHHoe coeavHeHne vepe3 HTTPS, aHe HTTP, T.e. npu
Habope Beb-agpeca BBoan umeHHo "https://;
6. B moburbHOM TenedoHe oTkmoum  yHkumio  "Mogkrtovenne k- Wi-Fi

aBTOoMaTmyeckn". He gonyckan aBTOMaTMYECKOro NoakmoyeHns ycrpouctsa k cetsam Wi-
Fi 6e3 TBoero cornacus.

CoumarnsHble ceTn

CoumarnbHble CeTU aKTVBHO BXOAAT B HALLY >KU3Hb, MHOrMEe fioan paboTatoT 1 KMBYT TaMm
NMOCTOAHHO, a B Facebook yxe 3apeructpypoBaH MWImMapg YeroBeK, YTO sBMSeTCH
OJHOW cedbMOW BceXx »utenen nraHeTbl. MHorme nonb3oBaTenM He MOHUMAOT, YTO
MHpopMauus, pasMelleHHas UMK B couMalnbHbIX CETAX, MOXeT OblTb HavgeHa Wu
MCMoSib30BaHa KEM yrogHoO, B TOM Yucre He obas3aTernbHO € brarMm HamepeHUsMM.
OcHoBHble coBeTbl N0 6e30MacHOCTM B coumaribHbIX CETSX:

1. OrpaHnyb cnvcok apysen. Y T1ebst B Opy3bAX He O0SDKHO ObiTb CrydavHbIX U
HEe3HaKOMbIX MOOEN;
2. 3awmuan CBOK YaCTHYHO »XM3Hb. He ykasbiBan napomm, TenedoHbl, agpeca, gaty

TBOEr0 pPOXOEHUST W OPYryl0  JIMYHY0  MHopMaumio.  3OYMbILWIEHHWMKM  MOTYT
ncrnosnb3oBaTb Aaxe WHopMauul O TOM, Kak Tbl M TBOW poaUTENM MraHupyeTe
NPOBECTU KaHUKYIbI;

3. 3awmgn cBO penyTaumio - AepXXu ee B YACTOTe M 3agaBai cebe BOMnpocC: XoTen
Obl Tbl, YTOOLI OpYyrue nonb3oBaTeM BUOEMN, YTO Tbl 3arpyxaewbs? [logyman, npexae
4YeM YTO-TO onybrmKoBaTb, HanNMcaTb W 3arpy3nTb;

4. Ecrm Tbl roBopULLL C MIOAbMK, KOTOPbIX HE 3Haellb, He UCMOSb3YN CBOE pearibHoe
UMSA U OPYTYI0 JINYHYIO MHAOPMaUUM: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;
5. N3beran pasmelleHna doTorpacdui B IHTepHeTe, rae Tbl M306paXkeH Ha MeCTHOCTH,
Mo KOTOPOW MOXHO OMNpeaermTb TBOE MECTOMOSIOXKEHNE;

6. Mpn peructpauum B couManbHOM CEeTU HeoBXOOMMO WCMONb30BaTh CrIOXHbLIE
naposu, cocrtosume m3 BykB M LUPP 1 C KONIMYECTBOM 3HAKOB HEe MeHee 8;
7. Ana coumanbHOW CceTn, NOoYTbl U APYrMx CamToB HEoOGXoOMMO WKCMOSb30BaTb

pasHble napomm. Torga ecrm Tebsi B3NOMaloT, TO 3MOYMbILWIEHHUKX MOSydaT AOCTYyn
TOSbKO K OAHOMY MECTY, a He BO BCe cpasy.

OIEKTPOHHbIE AEHbMM

OnNEKTPOHHbIE [EHbMN - 3TO OYEeHb YAOOHbIM crocob nnatexen, OOHaKO CYLIECTBYHOT
MOLLEHHMKM, KOTOPbIE XOTAT NOSy4YUTb 3TU OEHbIM.

OnNEKTPOHHble AeHbrN MOSIBUMIMCb COBCEM HEAABHO W UMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcTBax 4O CUX MOp He MPOnMcaHo MPO HWUX B 3aKOHaX.

B Poccum ke oHM OyHKLIMOHMPYIOT M O HUX YXXe MPOMMCaHO B 3aKOHe, rae UxX pasgenstoT
Ha HECKOJIbKO BMOOB - @aHOHUMHbLIE U HE aHOHUMHbIe. Pa3Huua B TOM, YTO aHOHUMHbIE -
9TO0 Te, B KOTOPbIX paspeliaeTcd npoBoauTb ornepaumm 6e3  uaeHtTudmrkaynum



nonb3oBaTesil, a B HEaHOHUMHbIX MAOeHTU(PMKauMa nosb3oBaTenia  sBfdeTcs
obsi3aTensHon.

Takke cregyeT pasmmyaTtb 9MEKTPOHHble MaTHble OeHbIM (paBHbl FOCYAaPCTBEHHbIM
BastoTam) 1 3reKTPOHHble HeduaTHble OEHbIM (He paBHbl rOCYOApPCTBEHHBIM BartoTam).
OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C ANEKTPOHHBIMU AEHbramMu:

1. MprBS>XN K cHETY MOOUIbHBIN TENedOH. OTO cambln yOoOHbIN 1 BbICTPLIN CNOCco6
BOCCTaHOBUTb AOCTYN K cyeTy. [NpmBA3aHHbIN TenedoH NoOMOoXeT, ecrm 3abyaells CBOW
nraTexHsbI Naposib UK 3argellb Ha CauT C HE3HAaKOMOro YCTPOWCTBA;

2. Mcrnonb3ym opgHopasoBble naporu. [locre nepexoga Ha  YCWIEHHYHO
aBTopuzaumio Tebe yxe He OygeT yrpoxaTb OMACHOCTb Kpaxu WM nepexsaTa
nnatexHoro napond; 3. Beibepu crnioxHbli naporb. lNMpectynHukam OyaeT He npocTo
yragaTb CrOXHbl napornb. HagexHble naposm - 9To maporm, KoTopble cogepxaTt He
MeHee 8 3HakoB W BKMOYalT B cebA CTPOYHble U MponuCHbie OykBbl, LUdPbI K
HECKOMbKO CMMBOJIOB, TakMe Kak 3Hak Josriapa, gyHTa, BOCKIMUATENbHBIN 3HAK W T.M.
Hanpumep, $tROng!;; 4. He BBOAM CBOWM NMYHble OaHHblE HA cailTax, KOTOPbIM He
aoBepsieLb.

OneKTpoHHasa noyTa

OnNEeKTPOHHAsA noyTa - 9TO TEXHOSNOMMSE 1 NpeaoCTaBsieMble €K YCIyrn no nepechbisike u
MOSTYYEHUIO  BNIEKTPOHHbIX COOOLLEHWA, KOTOpble pacnpenenialTcsa B KOMMbOTEPHOM
cetn. OObIYHO 3NEKTPOHHbIA MOYTOBLIN ALWMK BbIFAOUT criegylowwmmM  obpasom:
UMA_MNosb3oBaTenda@uMa_OoMeHa. Takke KpoMe nepedadm npocToro Tekcta, meeTcs
BO3MOXHOCTb nepenaBaTb pansibl.

OcHoBHble coBeTbl N0 GesonacHom paboTe C ANEKTPOHHON MOYTOM:

1. Hapo BbiGpaTb MpaBWibHbLIA MOYTOBLIN CepBUC. B MHTEpHETE €CTb OrpOMHbIN
BbIGOp BecnraTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Jyylle AOBEPSTb TEM, KOro 3HaelWb U
KTO NMepBbiN B PEVUTUHTE;

2. He ykasbiBaw B IM4HOM MOYTE NIMYHYIO MHGOpMaumio. Hanpumep, nydwe Bbibpatb
"My3blkarnbHbIM_haHaT@" wwm "pok2013" BmecTo "Ttemal3";

3. Ncnonb3yn [OByXaTanHyio asTopu3auumio. ITO Korga MOMUMO Maponsd HY>KHO
BBOAUTL KOA, NpucbliriaemMbln no SMS;

4, Bbibepu crioxkHbin naposnb. Ons Kaxgoro noyvToBOro siLMka A0StkeH ObiTb CBOM
HaJEeXHbIW, YCTOMYMBLIA K B3MIOMY Maposib;

5. Ecrm ecTb BO3MOXHOCTb HanucaTb CamMoOMy CBOW JSIMYHbIA BOMPOC, UCTIOSNb3YN 3Ty
BO3MOXHOCTb;

6. Mcnomnb3yn HECKOSIbKO MOYTOBbIX AUWMKOB. [lepBbiv Afi 4aCTHOW MEPENnUCKU C

agpecaTtamy, KOTOPbIM Tbl JOBepsiellb. JTO 3MEKTPOHHbIN agpec He Hao UCMOSb30BaTb
npu peructpaumm Ha popymax u cautax;

7. He oTkpbiBan hannbl 1 gpyrve BriOXeHUA B NCbMax, Aaxe €CfM OHW MpuLM oT
TBOVX ApYy3en. Jlyule yTOYHM Y HKX, OTNPaBsiM N OHM Tebe 3Tn darnsbl;
8. MNMocrie okoH4YaHusA paboTbl HA NMOYTOBOM CepBUCE Nepen 3aKpbiTUEM BKIAOKW C

cavtoM He 3abyadb HaxaTb Ha "BbInTun".

KnbepOynnmHr nnm BupTyanbHOe M3aeBaTenbCTBO

KnbepbynnmHr - npecrnegoBaHve COOOLLEHVAMK,  cOAepXalmmu  ockopbreHus,
arpeccuio, 3anyrMBaHve; XyrmMraHcTBO; couuManbHoe OOMKOTMpOBaHWE C MOMOLLb O
pasnMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kMbepOyrMHrom:



1. He 6pocancsa B 6on. Jlydumii cnocod: nocoBeToBaTbCHA Kak cebs BECTU U, ecnun
HEeT TOro, K KOMy MOXHO 0OpaTUTbCH, TO BHavasre YCNoKOUTbCS. Ecrm Tbl HayHe Wb
oTBeYaTb OCKOPOMEHMAMM Ha OCKOpPOSieHUsi, TO TONMbKO ele Oorblie pasoxkellb
KOHJOSMKT;
2. YnpaBnan cBoeu kmbeppenytaumen;
3. AHOHMMHOCTb B ceTu MHMMmas. CyleCTBYIOT CrnocoObl BbIACHUTb, KTO CTOUT 3a
AHOHUMHbBIM aKKayHTOM;
4. He ctout BecTtu xyrmraHckuin obpas BUpTyaribHON Xu3HW. VIHTepHeT dumkcupyeT
BCe TBOW AEWCTBUA M COXPaHSeT ux. Yaammtb ux OydeT KpanHe 3aTpyoHUTESbHO;
5. Cobniogan cBO BMPTyarnbHYyl0 4ecTb CMorsioay;
6. WrHopupyn eavHuWdHbIn HeraTme. OpgHopas3oBble OckopbuTesSibHble COOBLEeHMS
nydwe urHopupoBatb. OBbIYHO arpeccus NpekpawgeTcs Ha HavanbHOW cTaguu;
7. baH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMM COOBLLEHUSAMK, B
coumasnbHbiX CeTaAX €eCTb BO3MOXHOCTb OfIOKMPOBKM OTMpaBKM COOOLWEHMA C
onpenenexHHblx agpecos; 8. Ecrm Tbl cBuageTtenb kmbepOynnmHra. TBou AencTeus:
BbICTYNUTb NPOTVB MpecriegoBaTtesisl, nokasaTtb eMy, YTO ero AeNCTBUS OLEeHMBAKOTCS
HeraTVBHO, nogdepxaTb >XepTBY, KOTOPOW HyXHa rcuxoriormdeckas nomMoLp,
coobuyTb B3POCSbIM O haKTe arpeCCUBHOMO NoBeAEeHUs B CETW.
MoOunbHbIN TenedoH
CoBpeMeHHble CMapTdOHbl W MraHweTbl cogepxaT B cebe BMoOMHe B3pOCIbIf
YHKLMOHAnM, 1 Tenepb OHW MOTYT KOHKYpVPOBaTb CO CTauUMOHapHbIMU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3aWmTbl AS19 NOAO0OHBIX YCTPOWCTB MoKa OYeHb Maro. TecTupoBaHue
N MOUCK YSI3BUMOCTEN B HUX MPOUCXOOUT He TaK MHTeHCcuBHO, kak anda lK, To xe camoe
KacaeTcs U MOBUMbHBLIX MPUIOXKEHUM.
CoBpeMeHHble MOBWIbHbIE Bpay3epbl yke NpakTUYeCKN AOrHanM HacToSbHbIEe aHanoru,
O[lHaKO pacuwmpeHne yHKUMOHana BrieyeT 3a cO60M BOMbLLYI0 CMOXHOCTE M MEHbLLYHO
3aLWLLEHHOCTD.
[aneko He BCe NPOU3BOOUTENM BbINYCKAOT OOHOBMEHWS, 3aKpbIBalOLLME KPUTUYECKME
YA3BMMOCTM AN CBOUX YCTPOWCTB.
OcHoBHble coBeTbl 4 6e3onacHOCT MOBUbHOro TenedoHa:
Huyero He saBnsieTca no-HactodweMy GecnnaTHbiM. Byab ocTtopoxeH, Beab Koraa tebe
npegnaratoT 6ecnnaTtHbl KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO MriaTHbIE YCIyri;
Adyman, npexge vem otnpasutb SMS, oTto wm Bmageo. Tbl TOYHO 3Haelb, r4e OHU
OyaoyT B KOHEYHOM uTOre?
Heobxoaumo OBHOBATL OMNEpaLMOHHYI0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yn aHTMBUPYCHbIE MNporpamMmbl A5 MOBUMbHBLIX TernedoHOB;
He 3arpyxan npuroxeHusi OT HEU3BECTHONO WCTOYHMKA, Bedb OHW MOryT coepxaTb
BpeOoHOCHOE nporpammMHoe obecneyeHue;
[Mocrie TOro Kak Tbl BblMOEWb C cauvTa, rge BBOOWMN JIMYHYO UWHOpMauuio, 3anaun B
HacTpoukn Bpaysepa n ygamm cookies;
Mepuogndeckn NpoBepsiv, KakMe MraTHble YCryrM akTMBMpPOBaHbl HA TBOEM HOMEpPE;
[aBai cBon Homep MOBurbHOro TernedoHa TOSbKO JOASAM, KOTOPbIX Thbl 3HaelWb N KOMY
AoBepsiellb;
Bluetooth gorpkeH ObITb BbIKIOYEH, KOrga Thl MM He nonb3yeubes. He 3abbiBan nHoraa
npoBepATb 3T0. Online urpbl
CoBpeMeHHble OHMarH-Urpbl - 3TO  KpacOYHble, 3axBaTbiBallye pasBliedeHns,
obbeauHaoLMe COTHU TbICAY YerioBEK Mo BCEMY MUPY. MIrpoku uccrieayroT OaHHbIA UM



MUp, oBWRATCA OPYr C OPYroM, BbIMOSHAT 3adaHusi, CpaXalTCsd C MOHCTpaMu U
nofy4yaroT OnblT. 3a YOOBOSLCTBME OHW MMATAT: MOKYyNakT AWCK, OnfadyvBaloT
aboHeMEHT wm NprobpeTatoT Kakme-To Onuun.
Bce ot cpenctBa voyT Ha nogdepxaHue W pasBUTME UMPbl, a TakKkKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLUM, BbiMyCKalOTCA HOBbIE NaT4M
(umcbpoBble 3annaTkM AN NporpaMm), 3aKpbiBaOTCH y3BUMOCTU CEPBEPOB.
B nogoblHbIX urpax CTOWUT onacaTbCHA He CTOMbKO CBOWMX COMEPHMKOB, CKOMbKO Kpau
TBOEro Napors, Ha KOTOPOM OCHOBaHa cucTtemMa aBTopusaumm 60rbLMHCTBA Up.
OcHoBHble coBeTbl N0 6e30MacHOCTU TBOErO UrPOBOMO akkayHTa:
1. Ecrm pgpyronm urpok BepeT cebsa nmoxo wm cosgaeT Tebe HenpuaTHOCTH,
3a6rio0KMpPYn €ro B CNMCKe UrpoKoB;
2. Tloxanyics agMuHUCTpaTopaM Wrpbl Ha Mfioxoe MoBeAeHVWe 3TOro Wrpoka,
XernaTenbHO MPWIOXUTb Kakve-TO JoKasaTesflbCTBa B BUAE CKPUHOB;
He ykasbiBan MmyHylo MHGOpMauuo B npodainne urpbl;
YBaxaun Opyrux y4acTHUKOB MO Urpe;
He yctaHaBrMBan HeodumuupasrbHble natyv U Moapl;
Mcnonb3yn crioxHble M pasHble Naposnu;
[axe BO BpeMs Urpbl He CTOUT OTKIoYaTb aHTuBMpYC. [loka Tbl urpaelb, TBOWM
KOMMbOTEP MOTYT 3apa3untb. GULMHI UM Kpaxka SIMYHBIX OaHHbIX
OObIYHOM KpakeWn OeHer W OOKYMEHTOB CerodHs yKe HUKOro He yaMBUlb, HO C
pasBUTVEM WHTEPHET-TEXHOMOrMA 3rIOYMbILWTEHHUKN NEepeMeCcTUMCb B WHTEPHET, U
NpoaoIPKaT 3aHMMaTbCsa "nMobumbiM" gernom.
Tak nosBunacb HoBasi yrpo3a: UHTEPHET-MOLLEHHMYECTBA WM (PULLMHI, [faBHasa Uerb
KOTOPOro COCTOMUT B MOSydeHUN KOHUAEHUMAbHbIX AaHHbIX MOSfib30oBaTeNien - JlorMHOB
n napornen. Ha aHrmmnckom asbike phishing uitaetcsa kak domwmHr (ot fishing - pbibHas
nosrns, password - naporsb).
OcHoBHble coBeTbl N0 6opbbe ¢ pULMHrom:
1. Crneoun 3a cBouM akkayHTOM. Ecrm Tbl nogospeBaellb, YTO TBOA aHkeTa Oblna
B3roOMaHa, To Heob6xoauMo 3abriokMpoBaTh €€ U COOBUMTL agMUHUCTpaTopaMm pecypca
00 9TOM Kak MOXHO CKopee;

No gk ow

2. Ncnonb3yn 6e3onacHoble Beb-canTbl, B TOM 4uCre, WHTEpPHeT-MarasvHOB U
MOUCKOBBLIX CUCTEM;
3. Mcnonb3yn crioxHble 1 pasHble naporun. Takmm obpasom, ecrm Tebsi B3riomaroT,

TO 3MOYMbILIIEHHVKM MOfy4aT AOCTYrN TOSbKO K OOHOMY TBOEMY Npodourio B ceTu, a He
KO BCEM;
4. Ecrm 1ebs B3nomann, TO HeobxoauMmo npenynpeautb BCEX CBOUX 3HAKOMbIX,
koTopble AobaBrieHbl y Tebs B Opy3bsaX, O TOM, YTO Tebsi B3fiomMarm W, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbinaTtbCs cram M CCbINKM Ha PULLMHIOBLIE CalTbl; 5. YcTaHOBM
HagexHbl naposb (PIN) Ha MOBOWIbHBLIN TernedoH;

6. OTkmoun coxpaHeHve naporns B 6paysepe;

7. He oTKpbiBan hansnbl 1 gpyrve BrIOXEHUS B MUCbMaXx, AaXke eCrivM OHU NpuuM oT

TBOMX ApYy3en. Jlyyle yTOYHM Y HUX, OTNPaBIisa/mM fim oHn Tebe 3T danrbl.
Lincoposaga penyraums
LindpoBas penyrauusi - 3To HeraTMBHasi WM No3vTMBHaA MHdopmaumsa B ceTu o Tebe.
KomnpomeTupylowasa wuHpopmMauus, pasMelleHHas B MHTEPHETE, MOXET Cepbe3HbIM



obpasom oTpasuTbCsa Ha TBOEW pearbHon Xu3Hu. "Llucposas penytauma” - aTo TBOW
UMUK, KOTOPbIA dhopMupyeTcs 13 nHdopmauum o tebe B UHTEPHeTE.

TBoe mMecTO xutenbctBa, Y4ebbl, TBOe UHAHCOBOE MONIOXKEHME, OCOBEHHOCTM
XapakTepa 1 pacckasbl 0 6riM3KMX - BCE 3TO HaKanmMBaeTCHa B CETW.

MHorve nogpoCTKM NErKOMbICIIEHHO OTHOCATCA K Nybrmkauuu JMYHOW uHpopMauum B
WHTepHeTe, He NoHMMasi BO3MOXHbIX NOCNEACTBUMA. Tbl AaXe He CMOXelWb OoragaTtbCs
O TOM, 4TO dhoTorpadus, pasMmeLleHHaa S neT Hasad, ctarna NPUYMHOM OTKasa MPUHATb
Tebsa Ha paborTy.

KommeHTapun, pasmeleHne TBoux doTorpacdmi n  gpyrve OencTBus MOTyT He
MCYE3HYTb [axe Mnocrie Toro, Kak Tbl UX ydaruuwb. Tbl HE 3Haelb, KTO COXpaHun 3Ty
MHpopmMaumio, nornasa Siv OHa B MOUCKOBbLIE CUCTEMbI M COXPaHUIACb M OHa, a rMaBHoe:
yTO NogymalrT O Tebe OKpyxaloupe AW, KOTopble HangyT W yBUOAT 3T0. Hawtm
MHCPOPMAaLMIO MHOrO fieT CMyCTs CMOXET JoboMn - Kak 13 Jobpbix NOBYKAEHNR, Tak U C
HaMepeHNeEM MPUYUHUTL Bped. OTO MOXET ObiTb KTO YrogHO.

OcHoBHble coBeTbI MO 3aumTe LudppoBon penytauum:

1. Mogyman, npexage 4em 4YTo-To nybrmkoBaTb M NepefaBaTh y cebs B Griore wwm B
coumanbHom ceTu;

2. B HacTponkax npoduns yCTaHOBU OrpaHM4eHns Ha NpOCMOTP TBOEro npodunsa v
€ro coaepXxumoro, caeran ero Tofibko "ana gpysen';

3. He pasvewan un He ykasbiBah WHGPOPMaUMO, KOTOpash MOXeT KOoro-rmbo
oCcKoponAaTb unn obwkatb.

ABTOpCKOE NnpaBo

CoBpeMEHHbIE LLKOMbHUKN - aKTUBHbIE MOMb30BaTeENM LM(PPOBOro NpoCTpaHCcTBa.
OpHako fganeko He BCe 3HaloT, YTO MOSb30BaHNE MHOMMMU BO3MOXHOCTAMU LMGPOBOro
Mupa TpebyeT cobrnogeHnss nNpaB Ha MHTESTIEKTYarbHY0 COBCTBEHHOCTD.

TepMuH "wHTENMeKTyanbHas COBCTBEHHOCTb" OTHOCUTCA K PasfMiHbiM  TBOPEHUSIM
4YerioBe4YEeCKOro yma, HauvMHas C HOBbIX M300peTeHud K 3HakoB, 0603Ha4atoLmx
COBCTBEHHOCTb Ha MPOAYKTbl M YCIyrK, W 3akaHdmBasi KHuramu, doTorpadusimu,
KMHO(bUIIbMaMn 1 My3blKarbHbIMW NPOU3BEAEHUSIMM.

ABTOpPCKME NMpaBa - 3TO NpaBa Ha MHTeSeKTyalbHyl0 COBCTBEHHOCTb Ha NPOM3BEAEHMS
HayKku, nmTepaTypbl U MUCKycCcTBa. ABTOPCKME MpaBa BbICTYNAKT B KA4YeCTBE rapaHTuu
TOrO, YTO MHTESNEKTYarb HbI/TBOPYECKUI Tpya aBTopa He ByaeT HanpacHbIM, AacT eMy
cnpaBea/mBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTatax CBOEro Tpyda, MofyvyuTb
M3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelleHns aBTopa He MOXET BOCMNPOU3BOAUTb
ero npov3BedeHve, pacnpocTpaHaTb, NyormyHO AEeMOHCTpUpOBaTbh, NpodaBath,
UMMNOPTMPOBATb, MyckaTb B MpPOKaT, NyOfMYHO WCMOSHATb, MOKa3blBaTb/MCMOMHATL B
aupe wnm pasmewate B VIHTepHeTe.

Mcnonb3oBaHue "nvpatckoro” nporpaMMHOro obecneveHns MoXxeT NPUBECTU K MHOTUM
puckam: OT NOTEPM AaHHbIX K TBOUM akKkayHTaM [0 GrioKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBMEHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CYLECTBYIOT
neranbHble 1 6ecnrnaTHbIe NPorpaMmbl, KOTOPbIE MOXHO HaWTU B CETU.

O nopTtane

CeTeBMyOK.pdp - TBOM [fiaBHbIM COBETYMK B CeTW. 34eCb Tbl MOXelb Y3HaTb O
Ge3onacHoCTM B CETU MOHATHbIM W OOCTYMHbIM $13bIKOM, @ MNPW BO3HWKHOBEHMUU
KpUTUYECKOM cuTyaumm obpatuTbCs 3a COBETOM. A TakkKe NPUHSATbL ydacTue B KOHKypcaxX
M cTaTb camMblM UUEPOBbLIM rpaxaaHuHoM!



